(COUNTY (Zr Los ANGELES
Public Health

Public Health Information Systems

MICROSOFT TEAMS SETUP FOR EXTERNAL USERS

Join a County Teams site as from an invitation emailed to a
work or school address

These instructions are for disaster service workers (DSWs) who need to access a County of Los
Angeles (County) Microsoft Teams site. They describe how DSWs, such as contact tracers, can
use their work or school credentials to join a site in response to an invitation emailed to a work
or school address. DSWs whose emails end with anything other than “lacounty.gov” are added
as guest members to teams.

Because the County employs multifactor authentication (MFA), the first time DSWs access the
County network, they must set up an authentication process that confirms their identity.

PREREQUISITES

Before you begin:

1. Make sure you have a recent version of the Google Chrome. Use the Chrome web
browser to access Microsoft Teams.
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https://www.google.com/chrome/

1. If your organization already uses Office 365, sign out of your org’s Teams (in the app or

web version), and close any browsers open to Teams.

2. Have your invitation handy. It looks like this:

From: Microsoft Invitations on behalf of County of Los Angeles <invites@microsoft.com>

Date: Wed, lun 17, 2020, 12:29
Subject: Alvaro Cardona invited you to access applications within their organization

To: - @ lacity.org>

@ Please only act on this email if you trust the individual and organization represented below. In rare cases,
individuals may receive fraudulent invitations from bad actors posing as legitimate companies. If you were not

expecting this invitation, proceed with caution.

Sender: Alvaro Cardona (alvarojcardona@ph.lacounty.sov)

Organization: County of Los Angeles E
Domain: lacounty.onmicrosoft.com From a County email

This message was provided by the sender and is not from Microsoft Corporation.

Message from
Alvaro Cardona:
This is the Department of Public Health, please accept this invitation for contact tracing. Further information will be ,

[F|given to you by your supervisor or to whomever you report to in this project.

If you accept this invitation, you'll be sent to hitps://myapps.microsoft.com/?tenantid=07557248-ea38-451b-8abe-
a638eddbac81&login_ hint= y@lacity.org.

Accept invitation
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ACCEPT THE INVITATION TO JOIN MICROSOFT TEAMS

This step ensures you use the Chrome web browser to access Teams.

1) Right-click this link and select Copy Hyperlink:
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2) Go to Chrome and paste the link into the address field.
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3) The next step depends on whether your org is using Office 365.
a. If your organization is using Office 365, you are prompted to pick an account.
Select Use another account.

B® Microsoft

Pick an account

IEI i@dhcs.ca.gov

b. Enter your email address and choose Sign In.

BE Microsoft
Sign in

Aph.Jacounty.gov

Mo accouns? Creats coe
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4) You are redirected to a login site, with a custom Los Angeles County Background. For
future reference, we recommend you bookmark this site.

= ] X
BB Sign in to your account x o+
&« (%} # login.microsoftonline.com/07597248-ea38-451b-8abe-ab38eddbac8 1/oauth2/authorize?client_id=0000000c-0000-8800-c...
B2 Apps icscallcenter - AWS... Bockmark this tab

@ City of Los Angeles
(.

@lacity.org
Enter password

Password

Forgot my password

This system is provided for authorized use only.
Unauthorized or improper use of this system is
prohibited, and may result in civil and criminal
penalties, or administrative disciplinary action. Your
Internet Service Provider's service quality might
impact your Connect2L Acity experience.

If you need help, please contact your department's
help desk.

Shown is the default bookmark name; you can edit it to be shorter and specific.
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5) Enter your password (the password you typically use with this email).

[T

B® Microsoft
€ @agmail.com

Enter password

Because you're accessing sensitive info, you need to verify
your password.

Forgot password?

Sign in with a different Microsoft account

Terms of use  Privacy & cookies

SET UP MFA WITH THE COUNTY.

Because you are accessing County information assets for the first time, you need to set up
multifactor authentication (MFA) with the County. MFA is an information security process that
requires you to verify your identity after you enter your password.
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1) Select Next.

i Login to Microsoft Teams — O X
@ County of Los Angeles
@gmail.com

More information required

Your organization needs more information to keep your
account secure

Usze a different account

By logging on using this interface, | acknowledge that
| have read, understood, and accepted the Los
Angeles County’s Agreement for Acceptable Use And
Confidentiality of County IT Resources; | further
understand that | must obtain prior authorization
from my management to perform County business
functions during off-hours.

2) Select an authentication method. We recommend selecting the last option, in which you
receive a call or text on your smart phone after you enter your password. However, you
can install the Microsoft Authenticator app or add this account to another authenticator
app already on your phone, such as Duo.
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i Login to Micrasoft Teams - O *

=  County of Los Angeles ?

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app
[
v On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".
-
| want to use a different authenticator app

Next
lwanttosetupa diﬁemn@
3) Select phone as the method, and choose Confirm.

[

Choose a different method Choose a different method
1] Wl
5 Which method would you like to use? I Which method would you ke to use?
4 Authenticator app k;) ; Phone e |
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4) Enter the phone number and choose Next.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.
What phone number would you like to use?

|Llr1ited States (+1) v

=%
(@) Text me a code

() Call me

o

Message and data rates may apply.

5) Microsoft text a code to your phone. Enter the code and choose Next.

Phone

We just sent a 6 digit code to +1 Enter the code below.

178544

Resend code

Back

6) The text is acknowledged. Choose Next.

Phone

[SMS verified. Your phone was registered Suc-:essfull-,]
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Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method: Phone - text

Phone [

+1!

7) Now you can sign in to Teams. Use the web version. If you have access to more than one
Teams, make sure to login in using “County of Los Angeles (Guest)”:

Microsoft Teams Sign out

Welcome to Teams!

You don't have access to the City of Los Angeles org in Teams. Select another org, or
contact your admin for more details,

Gunty of Los Angeles (Guest) T/\

e Select "County of Los

Angeles (Guest)"

e
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Once you are logged in, you are in the County Teams site to which you were invited.

Microsoft Teams & Search or type a command County of Los Angeles v .

Teams Y Dc  General Posts 3more v @ Team Internal 143 Guests
=

1
5 Your teams '

@ pc  DPH Contact Tracer Train...
e
Teams General
0-Read this first
00-FAQs
1-Training schedule
2-Webinar handouts

3-Self-learning modules

4-Timekeeping [ 1]

TROUBLESHOOTING

If your organization uses Teams and you find yourself being automatically signed in to your Teams
site, try setting up MFA through opening this site in Chrome: https://login.microsoftonline.com/.

Then select Use another account.

B8 Microsoft

Pick an account

i Lisa Beth Priester
LPriester@ph.lacounty.gov

Connected to Windows

Lxpriester@papyrusinformation.com

Use another account

If you’ve lost your invitation email, ask your manager to send you a link to the teams site.
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